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+86' : Unable to get
current location. Last known
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B e &R I CVEZAIRIH-Android

|There are 178 CVYE enfries or candidates that match your search. CYE version: 20061101‘
Name Description 200
CWE-2012-1485 Unspecified vulnerahility in the NetFront Life Browser (com.access_company . android.nflifebrowser lite) application 2.2.0 7: 5
and 2.2.0 for Android has unknown impact and attack vectors. 2008’ 3
CWE-2012-1484 Unspecified vulnerahbility in the \WalisMS CM (cn.com.waliwalisms) application 2.9.2 and 3.7.0 for Android has unknown :
impact and attack vectors, 2009 9
CWE-Z012-1483 Unspecified vulnerability in the Message Forwarder (corm.gmail.zbnetium) application 1.12.20110409.1 for Android has
unknown impact and attack vectors, 2010 22
CWE-2012-1482 Unspecified vulnerability in the TouchPal Contacts (com.cootek.smartdialer) application 2.3.1 and 4.0.1 for Android has 2011 . 82
unknown impact and attack vectors. .
CWE-Z012-1481 Unspecified vulnerahility in the Textdroid (com.app.android.textdroid) application 2.5.2 for Android has unknown impact 2012: 56(Q1)
and attack vectors,
CWE-2012-1480 Unspecified vulnerability in the Pansi SMS (com.pansi.msa) application 1.97, 2.01, and 2.07 for &ndroid has unknown
impact and attack vectors.
CWE-2012-1479 Unspecified vulnerability in the AContact (com.movester.quickcontact) application 1.8.2 for Android has unknown impact
and attack vectors,
CWVE-2012-1478 Unspecified vulnerahbility in the UCMobile BloveStorm (com.blovestorm) application 2.2.0 and 3.2.1 for Android has
unknown impact and attack vectors,
CWE-2012-1477 Unspecified vulnerability in the Chectd (mci.chectd) application 3.1.0 for Android has unknown impact and attack vectors,
CWE-Z012-1476 Unspecified vulnerability in the Kktalk (com.kkliactian.android) application 4.0.0 and 4.1.5 for Android has unknown impact
and attack vectors,
CWE-2012-1475 Unspecified vulnerability in the YagattaTalk Messent : o - o v oo o .
has unknown impact and attack vectars. ﬁ%ﬁﬁndroidﬁﬁfﬁﬁﬂ ﬂ'ﬁﬁﬁlﬁﬁ
CWE-2012-1474 Unspecified vulnerability in the Youni SMS (com.snd:
and attack vectors, http:ffwww. enet. com. enfenews, eoizEEns BeaHos - 39 J3iE @ EEITT

CWE-2012-1409 Unspecified vulnerability in the Tiny Password (com.,
unknown impact and attack vectors.,

CWE-2012-1408 Ungpeciﬁed '..,-|_']||"|Era|-:|i|it'!l,I inthe App Lock (CDm.CC.aD[ [rERE] BXTTA R BREIT Andr ol AR T E—T- T BRI » 1 ZRKET L EERA ERISH T EEEE

attack vectors. _ HEETLEE. THIRELE » SR WRERAD Mol AREHT L THHT.
CWE-2012-1407 Unspecified vulnerahbility in the GO Message Widget
2.3 for Android has unknown impact and attack vec

CWE-2012-1406 Unspecified vulnerability in the GO Bookmark Widge b=ERRIzH2rBEE. EBEPMERIEE, EMAFAREIEN 1 indroi dRHFFET—

Android b ke i ct and attack wectors, s . L
AIErEIE Nas LkAEWn MRSch and SEack Veears B, ERRTLME R TR R A s E P ESeRE. TEERTE. BKE
CWE-2012-1405 Unspecified vulnerability in the GO Mote Widget (cor

Android has unknown impact and attack vectors, i B EIRA B A indr 01 AR SEFT L T 58 T
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CVE version: 20061101 |

|There are 131 CYE entries or candidates that match your search.

Mame
CWE-Z2012-0646

CWE-2012-0645

CWE-2012-0644

CWE-2012-0643

CWE-2012-0642

CWE-2012-0641

CWE-2012-0635

CWE-Z2012-0633

CWE-2012-0632

CWE-2012-0631

CWE-2012-0630

CWE-2012-06249

CWE-2012-0628

Description

Format string vulnerability in YPH in Apple 105 before 5.1 allows remote attackers to execute arbitrary code via a crafted
racoon configuration file,

Siri in &pple 105 before 5.1 does not properly restrict the ability of Mail.app to handle voice commands, which allows
physically prozimate attackers to bypass the locked state via a command that forwards an active e-mail message to an
arhitrary recipient,

Race condition in the Passcode Lock feature in Apple 105 before 5.1 allows physically proximate attackers to bypass
intended passcode requirernents via a slide-to-dial gesture.,

The kernel in &pple 105 before 5.1 does not properly handle debug system calls, which allows remote attackers to bypass
sandboy restrictions and execute arbitrary code via a crafted program.

Integer underflow in Apple 105 before 5.1 allows remote attackers to execute arbitrary code or cause a denial of service
(device crash) via a crafted catalog file in an HFS disk image.

CFMetwork in &Apple i05 before 5.1 does not properly construct request headers during parsing of URLs, which allows
remote attackers to obtain sensitive information via a malformed URL, a different vulnerahbility than CWE-2011-3447,

Webkit, as used in Apple 05 before 5.1 and iTunes before 10.6, allows remote attackers to execute arbitrary code ar
cause a denial of service (memory corruption and application crash) via a crafted web site, a different vulnerability than
other Webkit CVEs listed in APPLE-S54-2012-03-07-1 and APPLE-SA-2012-03-07-2,

Wehkit, as used in &pple 05 before 5.1 and iTunes before 10.6, allows remote attackers to execute arbitrary code or
cause a denial of service (memory corruption and application crash) via a crafted web site, a different vulnerability than
other Wehkit CWVEs listed in APPLE-S54-2012-032-07-1 and APPLE-S5A-2012-03-07-2,

Wehkit, as used in &pple 05 before 5.1 and iTunes before 10.6, allows remote attackers to execute arbitrary code or

cause a denial of service (memory corruption and a
HEEeNA: ELOSEERGHEE NIEM

other WebkKit CWVEs listed in APPLE-5A-2012-03-07-

Wehkit, as used in &pple 05 before 5.1 and iTunes
cause a denial of service (memory corruption and a
other Webkit CVEs listed in APPLE-SA-2012-03-07-

Weblkit, as used in Apple 105 before 5.1 and iTunes
cause a denial of service (memory corruption and a
other Webkit CVEs listed in APPLE-SA-2012-03-07-

Wehkit, as used in &pple 05 before 5.1 and iTunes
cause a denial of service (memory corruption and a

other WebKit CVEs listed in APPLE-54-2012-03-07- EESE 22 HEHEE S4B (Federal Office for Infarmation Security)B =&,
WebKit, as used in Apple 105 before 5.1 and ITUNES  jprane, iPacfliPod TouchSEREERRMNOSRERAAT “TERFRE" . EESTAFAR

cause a denial of service (memory corruption and a N g
ather Wehkit CWEs listed in APPLE-SA-2012-03-07- o SFETRRLEd s FFHESIE.

2011-07-07 16:501 6 $RiBFEE [X]) [) [40 ik (05

FERFIELESHM “HeESREEEASEETURSEERI AR, AR 2
e T AAFISTHESEE TRALETIO 4,5, 3258058, deiPhone 365, (Phone 4.
iPad, iPad 2F=iPod Touch, F]84iE 7 aEHERR Fit | 0SKE £ LT 48 B 42 MR 49T ke,
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+If a bad guy has unrestricted physical access to your phone, it's not your phone anymore
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Download Trial

Main | News | Events | Screenshots | Devices | Features | Compare | Download | Buy now | Press | Contacts | X | |

Oxygen Forensic Suite 2011

Oxygen Forensic Suite 2011 is a mobile forensic software that goes
beyond standard logical analysis of cell phones, smartphones and
PDAs. Using advanced proprietary protocols permits Oxygen
Forensic Suite 2011 to extract much more data than usually
extracted by logical forensic tools, especially for smartphones.
Oxygen Forensic Suite - Smart Forensics for Smart Phones.

p Quiek Tour: p. Killer Features ) Buy Now ) Password Recovery

CellDEK

=] <[]
p:orporanon (™ - ] ! ] ] ] 12 | Customer Service | Customer Portal
Device Seizure v4.3 f iavice Reieirs. @EUFTWA“E ‘ m
g 7 | Products Services Training Resources Partners About Us
Home !
Yo ActN
ct Now
EnCase® Smartphone - ot
- ere's NO reason 1o wa
it Examiner ¥ strt your order now
g Data capture from smartphones has never Ready to Buy
\ $395’USD been easier.

Smartphones are everywhere. The evidence

ContactUs they hold can be the key to a successful
investigation outcome; if you have a way to Talk to Us
acquire it

Our solution specialists can

Other Resources. With the new EnCase® Smartphone Examiner, answer questions

critical evidence on smartphones can be easily
\ . Paraben Divisions Now included with EnCase Forensic Deluxe
\é“t\\\\ also available separately, for $395° USD
ity -
s
a * Suggested retail price, maintenancefiraining not included







